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I. INTRODUCTION

This Request for Proposals (RFP) is issued by the New Hampshire Judicial Branch (NHJB)
through the Administrative Office of the Courts (AOC) to solicit proposals to provide the NHJB
with information security services that include two audits a year, two audit preparation sessions
a year, and a fixed amount of remediation hours. The vendor will provide training to NHIB IT
personnel, when necessary to fill in knowledge gaps. Audits will follow the NIST Cyber
Security Framework or I1SO 27001:2013 framework.

Vendors should provide the NHJB with an audit proposal for work anticipated to commence on
or about August 1st, 2023. Please note this timeframe may be adjusted by NHJB, as necessary,
in order to comply with all procedural requirements associated with the RFP and the contracting
process. The actual contract start date will be established by a completed and approved
contract. The contract period for the information security audit will be for a 1-year period, with
an option for the NHJB, in its sole discretion, to renew annually, for up to 4 additional 1-year
periods, by written amendment executed by the parties, contingent upon satisfactory vendor
performance and continued funding by the New Hampshire Legislature. The proposal should
include an annual, fixed-cost statement of work to perform information security audits across
the NHJB IT network, applications, policies, procedures, and server infrastructure.

Il. SCHEDULE

The following table provides a Schedule of Events for this RFP through contract finalization
and Notice to Proceed. The NHJB reserves the right to amend this Schedule at its sole
discretion and at any time through a published Addendum.

EVENT DATE LOCAL TIME
RFP Released to Vendors (Advertisement) 5/26/12 9:00 AM
Vendor Inquiry Period Ends 06/12/23 11:59 PM
Final NHJB Responses to Vendor Inquiries 06/16/23 11:59 PM
Vendors Submit Proposals 06/30/23 11:59 PM
Estimated Notification of Selection and Begin
Contract Negotiations

1. BACKGROUND
A. The New Hampshire Judicial Branch

The NHJB is a constitutionally separate but co-equal branch of government within the State of
New Hampshire. The NHJB’s mission is:

[t]o preserve the rule of law and protect the rights and liberties guaranteed by the United
States and New Hampshire Constitutions, the courts will provide accessible, prompt,
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and efficient forums for the fair and independent administration of justice, with respect
for the dignity of all we serve.

The NHJB consists of the Supreme Court, Superior Court, Circuit Court, and the
Administrative Office of the Courts. NHJB has an Information Security Plan in alignment with
the NIST CSF, supporting a Microsoft Operating System centric environment, with a Cisco
network that serves 39 court locations across the state, an administrative office, and a
datacenter.

V. PROPOSED SCOPE OF WORK

A. Overview - Scope of Services

The successful vendor will perform two information security audits annually, 6 months apart,
following the NIST Security Framework, across NHJIB IT infrastructure. Upon completion of
each audit, the vendor will provide findings reports that include an executive summary. The
vendor will provide audit preparation sessions with NHJB IT staff before each audit. The vendor
will provide training and knowledge transfer to NHJB IT staff during the audits, audit
preparation sessions, and remediation work. Audits must also include thorough evaluations of
Windows Server STIG and Cisco firewalls/routers/switches. In addition, the selected vendor will
review and make recommendations to the NHJB on best practices for configuration regarding
Active Directory services. The vendor will also provide consulting service on the industry best
practices regarding change management/control and standards and procedures. Finally, vendor
will have a fixed hourly rate for remediation.

B. Business Requirements

1. Vendor must demonstrate expertise in the following areas:
a. The specific industry of IT security and its related standards and best practices;
b. Cisco, Microsoft Windows Server and Active Directory;

c. The specific knowledge area of IT security auditing following 1SO 27001:2013 and/or
NIST CSF;

d. History of excellent customer service, and customer service with thorough training and
expertise in supporting the product and IT users of said product.

e. Audit lead must hold a valid CISSP or higher credential and 10+ years of Cyber Security
experience.

f. The audit team members must include individuals with CCNP, Microsoft Certified
Professionals with at least 5+ years in a dedicated security role.

Page 5 of 21



2. Vendor proposal must demonstrate an ability to provide the following:

a. Audit Preparation Planning

1. Scope
I.

The vendor will select two domains from ISO 27001 to audit. The results
will be used for comparison against the established baseline.

. The vendor will specify at least two policies to review for regulatory

compliance and process alignment.

The vendor will select one application\service from the IT services
catalogue to assess confidentiality, availability, and integrity of the
service.

2. Resource

The vendor will estimate the vendor and NHJB resources required to
accomplish the stated scope.

The vendor will estimate effort and duration requirements for the
resources.

3. Schedule

The vendor will coordinate with NHJB to set the dates of the on premise
and remote activities.

. The vendor will negotiate schedules for the resources required for the on

premise and remote work.
Scheduling will be established a minimum of 30 days prior to the audit
commencement date.

b. Information Security Audit
1. 1SO 27001 Audit

Vendor will perform an audit of the NHJB NIST CSF. NHJB maintains a
performance baseline based on the ISO 27001 framework tied to the NIST
CSF. A minimum of two sections, in which NHJB performed poorly
during previous audits within the past two years, should be audited, with a
comparison to previous results. NHJB will make previous findings
available to the vendor. In addition to the two sections mentioned
previously, each audit will include an audit of two new sections, or the
equivalent of Six sub-sections as outlined by ISO 27001:2013 framework.
Audit report with findings and recommendations will be provided by
Vendor.

2. Technology Audit

At least one production application or service will be selected for review
during the Technology Audit. NHJIB will work with vendor to identify
application or service for review, with the decision criteria focused on
organizational risk.
1. Production applications or services for review can include, but are
not limited to:
a. Active Directory Object Management
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File services, data classification, data retention
Microsoft 365
Cisco Firewall, IPS\IDS, network isolation
Tyler Odyssey CMS confidentiality, availability, integrity
Endpoint Protection services
Security Information and Event Management
Incident Response
i. Microsoft Azure
ii. As part of the Technology Audit, the application or service will be
reviewed for Identity and Access Controls, System Hardening, Data
Protection, and Business Continuity.
ii. Technology Audit findings and recommendations will be provided in a
Technology Audit report.
3. Policy Audit
i. Two IT focused organization policies and procedures will be selected for
review. A list of previous reviewed policies will be provided by NHJB.
ii. The policies and procedures will be reviewed for completeness, procedure,
relevance, compliance, best practices, and management processing.
iii. Policy Audit findings and recommendations will be provided in a Policy
Audit Report.

S@mhe oo

¢c. Remediation Hours

1. NHJB maintains a queue of process improvement initiatives that are derived from
internal process reviews, audits, and the implementation of new services or
standards.

i. The vendor will provide expertise, consulting, and assistance to expedite
the completion of approved process improvements.

2. Up to 100 remediation hours will be provided by the Vendor per year at a fixed
hourly rate.

i. The vendor will be expected to provide up to 100 hours of consulting and
staff augmentation to complete the process improvement initiatives
specified by NHJB.

ii. Project and resource expenditures will be approved by the Chief
Information Officer in advance. Vendors must provide a fixed hourly rate
for these services.

iii. Additional Remediation Hours, beyond the original 100 hours, must also
have a fixed hourly rate provided in advance of work being performed. No
work is to be performed without prior written approval from the Chief
Information Officer.

3. Onsite as required

i. The vendor will be prepared to accommodate on premise and remote work
models as needed.

ii. On premise work will be subject to the NHJB safe working conditions
outlined by NHJB Human Resources.
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V. PROPOSAL PROCESS

A Proposal Submission, Deadline, and Location Instructions

Proposals must be submitted via E-mail to procurement@courts.state.nh.us.

Proposals must be clearly marked as follows:

NEW HAMPSHIRE JUDICIAL BRANCH
RESPONSE TO RFP NHB-2023-05
ANNUAL INFORMATION SECURITY AUDIT

The email subject must be as follows: RESPONSE TO RFP# NHJB-2023-05

Proposals must be received no later than the time and date specified in the Schedule of Events
section. Late submissions will not be considered for contract award. Delivery of the Proposals
shall be at the Proposer’s expense. NHIB accepts no responsibility for mislabeled email or
email that is not delivered or undeliverable for whatever reason.

B. Agency Point of Contact/Restriction of Contact with Agency Employees

The sole point of contact for this RFP, from the RFP issue date until the resulting contract is
effective, is:

Takhmina Rakhmatova
procurement@courts.state.nh.us

From the date of release of this RFP until the award is made and announced regarding the
selection of a vendor, all communication with personnel employed by or under contract with
the Agency regarding this RFP is prohibited unless first approved by the RFP Sole Point of
Contact. Agency employees have been directed not to hold conferences and/or discussions
concerning this RFP with any potential contractor during the selection process, unless
otherwise authorized by the RFP Sole Point of Contact. Vendors may be disqualified for
violating this restriction on communications.

C. Vendor Inquiries

All contact concerning this RFP, including but not limited to, requests for clarifications,
questions, any changes to the RFP, must be submitted via email and received by the Point of
Contact by the end of vendor inquiry period (see Schedule of Events herein).

The vendor must identify the RFP name, page number and relevant paragraph and include the
vendor’s name, telephone number, and e-mail address.

The NHJB’s responses to properly submitted inquiries will be posted on the following website
on or before the date specified in the Schedule of Events: https://www.courts.nh.gov/our-
courts/supreme-court/about/administrative-office-courts/rfps-and-rfis
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The NHJB may consolidate and/or paraphrase questions for sufficiency and clarity. Oral
statements, representations, clarifications, or modifications concerning the RFP shall not be
binding upon the Agency. Official responses by the Agency will be made only in writing by
the process described above. It is the responsibility of vendors to review the most updated
information related to this RFP before submitting a proposal.

D. RFP Addendum

The NHJB reserves the right to amend this RFP at its discretion, prior to the Proposal
submission deadline. In the event of an addendum to this RFP, the NHJB, at its sole
discretion, may extend the Proposal submission deadline, as it deems appropriate.

E. Validity of Proposal

Proposals must be valid for one hundred and eighty (180) days following the deadline for
submission of Proposals in Schedule of Events, or until the Effective Date of any resulting
Contract, whichever is later.

VI. CONTENT AND REQUIREMENTS FOR A PROPOSAL

A. Terms and Requirements

Consistent with NHJB policy, the purpose of this RFP is to encourage free and open competition
among vendors. Specifications, proposals, and conditions are designed to accomplish this
objective, consistent with the NHJIB needs and guidelines.

The vendor's signature on a proposal submitted in response to this RFP constitutes the vendor's
representations that:

1. Vendor is not aware of any potential conflicts of interest which might arise out of work
performed or being performed for any other clients or contracts or due to a past or present
relationship of any sort between employees or representatives of the vendor, and judges
or non-judicial employees of the State of New Hampshire, except those conflicts of
interest which have been fully disclosed in the response to the RFP.

2. Vendor will not offer any gratuity, service, or special benefit to any judge or non-judicial
employee of the NHJB.

3. The successful vendor is solely responsible for meeting all terms and conditions specified
in this RFP, its proposal, and any resulting contract. The successful vendor may not
subcontract any portion of the resulting contract to any other firm or person without the
written approval of the NHJB.

4. Documents, which constitute the contract between the parties, will include, as a minimum,

this RFP, the vendor's response, any and all additional materials submitted by the vendor,
and the NHJB standard contract terms and conditions (Appendix A).
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B.

5. Any contract awarded as the result of the RFP will be originated by the NHJB, by and

through the Administrative Office of the Courts. It shall be governed by the laws of the
State of New Hampshire.

. Vendor will provide the NHJB with completed waivers that will enable the NHJIB to

conduct criminal records checks of all personnel who will work on this project.

Content and Format

Proposals shall follow the following format and provide the required information set forth below:

1.

Cover Page:

The first page of a vendor's proposal must be a cover page displaying the following:

Response to RFP Annual Information Security Audit
RFP NHJB-2023-05

Vendor's Name:

Contact Person:

Telephone Number:

Address:

Fax Number:

Email Address:

All subsequent pages:

All subsequent pages of a proposal must indicate the vendor’s name and page number.

Transmittal Letter:

The transmittal letter must be brief and must be signed by a person authorized to commit
the organization to perform the work specified in the RFP. It shall identify all materials
and enclosures that comprise the proposal. The letter must also identify the individual
who will serve as the vendor's representative in all matters relating to this RFP.

Table of Contents:

The vendor must provide a table of contents with corresponding page numbers relating to
each section of its proposal. The vendor must also provide a schedule of appendices if
applicable.

Vendor Profile/Overview:

The vendor must provide the following information concerning the vendor and the
personnel who will be assigned to this project:

Page 10 of 21



a.  This section must include a brief history of the vendor and a description of the
vendor's prior experience providing the services requested, including at least two
similar projects in the past two years, a description of the vendor’s key personnel,
their qualifications, and their experience providing similar services in the past five
years, along with the present organizational structure including the number of
years the company has been in business, the number of years the service proposed
has been provided by the vendor, a list of projects in which the vendor has
provided similar services, the number of employees in the company, and the
number of employees supporting this or service.

b. A summary of any litigation, previous or outstanding, relating to vendor's
performance of similar service contracts, or an account of why this information is
not provided.

Vendor Qualifications:

A vendor must provide the following information concerning a vendor's qualifications:

a.  The names and curriculum vitae of each employee of the vendor who will work on
this project, including but not limited to, experience, education, and professional
qualifications.

b.  The identity of the manager of this project, including his or her qualifications,
highlighting similar projects successfully managed.

c. A complete and unedited list of customers that vendor has completed Information
Security Services for, including the contact information for all listed customers
(where not in conflict with an NDA), in the last two years.

Vendor’s Detailed Explanation of Proposed Solution:

A Vendor’s Detailed Explanation of Proposed Solution should include a comprehensive
response to Section IV — Scope of Work, including each subsection. The proposal should
include an annual, fixed-cost statement of work to perform information security audits
across the NHJB IT network, applications, policies, procedures, and server infrastructure.

Cost Proposal

Vendor must describe in detail all fees to be charges by the vendor for performance of the
services. The cost must include all costs necessary for the vendor to fully comply with the
contract terms and conditions.

With respect to a vendor’s cost proposal, the NHJIB reserves the right to review all aspects
of the cost proposal for reasonableness, to request clarification of any part or parts of the
cost proposal, and to negotiate cost terms. The NHJB encourages vendors to be as
creative as possible regarding costs, as cost efficiency will be a consideration in selecting
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avendor. Alternative cost proposals that will increase efficiency and reduce costs without
diminishing the quality of services will be considered.

9. Certificate of Authority:

Out-of-state vendors must have a valid Certificate of Authority, as required by New
Hampshire law, RSA 293-A:15.03 Application for Certificate of Authority. The form
for applying for a Certificate of Authority can be acquired through the New Hampshire
Secretary of State's website at: https://sos.nh.gov/corporation-ucc-
securities/corporation/forms-and-fees/domestic-and-foreign-corporation/foreign-forms/.

The certificate of authority must be provided at the time the contract is executed.

10. Supplemental Information:

A vendor may furnish such supplemental information as the vendor believes will be
valuable to the vendor select qualifications, the qualifications of its personnel, and the
merits of its proposal. In this section a vendor may feature those elements of its firm, its
personnel, or its proposal which distinguishes it from other vendors likely to submit
proposals.

VII. EVALUATION OF PROPOSALS
A Criteria for Evaluation and Scoring
Proposals will be evaluated based upon the criteria and standards contained in this RFP.

The NHJB reserves the right to reject any and all proposals and to negotiate the terms or price
with any vendor and to include the results of these negotiations in a contract. The NHJB further
reserves the right to seek clarification of any proposal or negotiate with any vendor.

Should the NHJB be unable to reach agreement with the selected vendor during Contract
discussions, the NHJB may then undertake Contract discussions with the second preferred
vendor and so on, or the NHJB may reject all proposals, cancel this RFP, or solicit new
Proposals under a new acquisition process.

If the NHJB determines that it is appropriate, vendors may be invited to oral interviews and/or
product demonstrations related to their proposal. The NHJB retains the sole discretion to
determine whether to conduct oral interviews and how many to conduct. Vendors are advised
that the NHJB may decide to conduct interviews with less than all responsive vendors. Oral
interviews and reference checks, to the extent they are utilized by the NHJB, will be used to
refine and finalize scores. The interviews may be conducted in-person or by conference call. If
conducted in-person, interviews will likely be held at the Administrative Office of the Courts in
Concord, New Hampshire. The NHJB will not reimburse vendors for any costs incurred in
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traveling to or from the interview location. The NHJB will notify eligible vendors regarding
interview arrangements.

The score will be based on a 100-point scale and will measure the degree to which each
proposal meets the following criteria:

Vendor Qualifications and Experience [40 points]
Specifications of Work to be Performed [45 points]
Cost Proposal [15 points]

The review team will use a consensus approach to evaluate the proposals. The contract
award(s) will be made to the Vendor receiving the highest number of evaluation points.

No Best and Final Offers: The NHJB will not seek a best and final offer from any vendor in
this RFP process. All vendors are expected to provide their best pricing with the submission of
their proposal.

B. Rights of the NHJB in Accepting and Evaluating Proposals

The NHJB reserves the right to:

e Make independent investigations in evaluating Proposals; and

e Request additional information to clarify elements of a Proposal; and

e Waive minor or immaterial deviations from the RFP requirements, if
determined to be in the best interest of the NHJB; and

e Omit any planned evaluation step if, in the NHIBs view, the step is not
needed; and

e Atits sole discretion, reject any and all Proposals, or part(s) of any
Proposals, at any time; and

e Open contract discussions with the second highest scoring vendor and so
on, if the NHJB is unable to reach an agreement on Contract terms with the
higher scoring vendor(s).

VIII. TERMS AND CONDITIONS RELATED TO THE RFP PROCESS
A. RFP Addendum

The NHJB reserves the right to amend this RFP at its discretion, prior to the Proposal
submission deadline. In the event of an addendum to this RFP, the NHJB, at its sole discretion,
may extend the Proposal submission deadline, as it deems appropriate.

B. Non-Collusion

The vendor’s signature on a Proposal submitted in response to this RFP guarantees that the
prices, terms and conditions, and Work quoted have been established without collusion with
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other vendors and without effort to preclude the NHJB from obtaining the best possible
competitive Proposal.

C. Property of the NHJB

All material received in response to this RFP shall become the property of the NHJB and will
not be returned to the vendor. Upon Contract award, the NHJB reserves the right to use any
information presented in any Proposal.

D. Confidentiality of a Proposal

Unless necessary for the approval of a contract, the substance of a proposal must remain
confidential until the Effective Date of any contract resulting from this RFP. A vendor’s
disclosure or distribution of Proposals other than to the NHJB will be grounds for
disqualification.

E. Public Disclosure

The content of each vendor’s Proposal shall become public information upon the award of any
resulting Contract. Any information submitted as part of a response to this request for proposal
(RFP) may be subject to public disclosure in accordance with New Hampshire law.

Accordingly, business financial information and proprietary information such as trade secrets,
business and financials models and forecasts, and proprietary formulas may be exempt from
public disclosure. If you believe any information being submitted in response to this request for
proposal, bid or information should be kept confidential as financial or proprietary information,
you must specifically identify that information in a letter to the NHJB and must mark/stamp
each page of the materials that you claim must be exempt from disclosure as
“CONFIDENTIAL”. A designation by the vendor of information it believes exempt does not
have the effect of making such information exempt. The NHJB will determine the information
it believes is properly exempted from disclosure. Marking of the entire Proposal or entire
sections of the Proposal (e.g., pricing) as confidential will neither be accepted nor honored.
Notwithstanding any provision of this RFP to the contrary, vendor pricing will be subject to
disclosure upon approval of the contract. The NHJB will endeavor to maintain the
confidentiality of portions of the Proposal that are clearly and properly marked confidential. If
a request is made to the NHJB to view portions of a Proposal that the vendor has properly and
clearly marked confidential, the NHJB will notify the vendor of the request and of the date the
NHJB plans to release the records. By submitting a Proposal, vendors agree that unless the
vendor obtains a court order, at its sole expense, enjoining the release of the requested
information, the NHJB may release the requested information on the date specified in the
NHJB’s notice without any liability to the vendors.

F. Non-Commitment

Notwithstanding any other provision of this RFP, this RFP does not commit the NHJB to award
a Contract. The NHJB reserves the right, at its sole discretion, to reject any and all Proposals,
or any portions thereof, at any time; to cancel this RFP; and to solicit new Proposals under a
new acquisition process.
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G. Proposal Preparation Cost

By submitting a Proposal, a vendor agrees that in no event shall the NHJB be either responsible
for or held liable for any costs incurred by a vendor in the preparation of, or in connection with
the Proposal, or for Work performed prior to the Effective Date of a resulting Contract.

H. Challenges on Form or Process of the RFP

Any challenges regarding the validity or legality of the form and procedures of this RFP,
including but not limited to the evaluation and scoring of Proposals, shall be brought to the
attention of the NHJB at least five (5) business days prior to the Proposal Submission Deadline.
By submitting a proposal, the vendor is deemed to have waived any challenges to the form or
procedures set forth in this RFP.

. Compliance

Vendors must be in compliance with applicable federal and state laws, rules and regulations,
and applicable policies and procedures adopted by the NHJB currently in effect, and as they
may be adopted or amended during the contract period.

IX. CONTRACT TERMS AND AWARD

The NHJB will require the successful bidder to execute a Contract using the Standard Terms
and Conditions of the NHJB which is attached as Appendix A.

The NHJB may consider modifications of this form during negotiations. To the extent that a
vendor believes that exceptions to the standard form contract will be necessary for the vendor to
enter into the Agreement, the vendor should note those issues during the vendor inquiry period.
Exceptions to the standard terms are disfavored and requests for exceptions are not likely to be
granted. The NHJB will review requested exceptions and accept, reject or note that it is open to
negotiation of the proposed exception at its sole discretion. If the NHJB accepts a vendor’s
exception the NHJIB will, at the conclusion of the inquiry period, provide notice to all potential
proposers of the exceptions which have been accepted and indicate that exception is available to
all potential proposers. Any exceptions to the standard form contract that are not raised during
the proposer inquiry period are waived. In no event is a vendor to submit its own standard
contract terms and conditions as a replacement for the NHJB’s terms in response to this
solicitation.
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APPENDIX A - NHIB STANDARD CONTRACT TERMS

Contract Overview. The NHJB is entering into this Contract to [INSERT SUMMARY OF
PURPOSE OF CONTRACT].

Release of Documents. This Contract and all of its attachments may, upon execution, be
subject to public disclosure in accordance with New Hampshire law. Any information that
Contractor claims is private, confidential or proprietary (collectively “Confidential”) must be
clearly marked as Confidential. If NHJB receives a request for information that has been
identified by the Contractor as Confidential, the NHJB will notify the Contractor if it intends
to release the information so marked.

. Contract Term. This Contract shall be effective on the date signed by both parties and
shall remain in full force until [INSERT TERMINATION DATE] unless terminated in
accordance with this Contract.

. Scope ofServices. The scope of services is set forth in Appendix A to this Contract.

. Contract Costs.

5.1 Total Cost. Total Cost of Contractor Services, including estimated travel and
expenses, is set forth in Appendix A. The parties agree that the total cost of the contract,
including actual travel and reasonable expenses, approved by NHJB, shall not exceed
[INSERT NOT TO EXCEED PRICE].

5.2 Documentation of Costs. During the term of the Contract, the Contractor agrees to
maintain books, records, documents and other data evidencing and reflecting all costs and
other expenses incurred by the Contractor in the performance of the Contract.

5.3 Invoice Address.
[INSERT NAME/ADDRESS OF NHJB RECIPIENT OF INVOICES]

5.4 Payment Contingency. Payment under this Contract to Contractor shall be net 30 from
date of receipt of an approved invoice by NHJB. Payment is contingent upon acceptance and
approval of the invoiced services or expenses by the NHJIB and the availability of funding
appropriated to the NHJB [IDENTIFY APPROPRIATION SOURCE]. To the extent,
however, that any portion of the allocated funds becomes unavailable due to a lack of
appropriation, the NHJB may, at its option, terminate this Contract. The NHJB shall not
be required to transfer funds from any other account or source to fund the Contract
beyond that appropriated to fund the Contract. However, upon termination and to the
extent of lawfully available funds, the NHJB will remit all amounts due, and all costs
reasonably incurred by Contractor through the date of termination.
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6. Contract Management. The parties designate the following points of contact for all
notices required under this Contract:

NHJB Contract Manager.
[INSERT NAME, EMAIL, PHONE OF CONTRACT MANAGER]

Contractor.
[INSERT NAME, EMAIL, PHONE OF PRIMARY CONTRACTOR CONTACT]

7. Confidentiality. Contractor hereby agrees to keep confidential any and all NHJB data
acquired or provided access to during the course of performance under the Contract. The word
“data” shall mean all information and things developed or obtained during the performance of,
or acquired or developed by reason of the Contract. Disclosure of any NHJB data requires prior
written approval by the NHJB. This paragraph shall survive the termination of the Contract.

8. Professional Conduct. At all times while working pursuant to the Contract, the Contractor
shall act in a manner that upholds the dignity and integrity of the NHJB. The Contractor shall
observe standards of fidelity and diligence appropriate to work for the NHJB.

During the term of the Contract, the Contractor may be engaged by one or more organization(s).
The Contractor represents that the Contractor is not and shall not become a party to any
agreement that conflicts with the duties hereunder.

9. Status. Contractor agrees to serve as an independent contractor to the NHJB and is neither
an agent nor an employee of the NHJB. This Contract, nor any other work Contractor's
representatives perform for the NHJB, shall entitle any individual to receive fringe benefits
such as annual leave, sick leave, administrative leave, health insurance, dental insurance or
retirement contributions. Nothing in this Contract shall be construed to grant any individual any
rights as a regular, probationary or temporary employee of the NHJB. Neither the Contractor
nor any of its officers, employees, agents or members shall have the authority to bind the NHJB
or receive any benefits, workers’ compensation or other emoluments provided by the NHJB to
its employees.

10. Insurance. Contractor shall, at its sole expense, obtain and maintain in force, and shall
require any sub-contractor or assignee to obtain and maintain in force, comprehensive general
liability coverage against all claims of bodily injury, death or property damage, in amounts of
not less than $1,000,000 per occurrence and $2,000,000 in aggregate.

11. Workers Compensation. The Contractor agrees, certifies and warrants that the Contractor
is in compliance with or exempt from, the requirements of N.H. RSA chapter 281-A
(“Workers’ Compensation”). To the extent the Contractor is subject to the requirements of

N.H. RSA chapter 281-A, Contractor shall maintain, and require any sub-contractor or assignee
to secure and maintain, payment of Workers’ Compensation in connection with activities which
the person proposes to undertake pursuant to the Agreement. The NHJB shall not be responsible
for payment of any Workers” Compensation premiums or for any other claim or benefit for
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Contractor, or any sub-contractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers’” Compensation laws in connection with the
performance of the Services under the Agreement.

12. Changes in Service. The NHJB may direct that particular Contractor personnel be replaced
should such personnel prove unsatisfactory to the NHJB.

NHJB may, as agreed to by Contractor, request changes within the general scope of services
provided under this Contract, including but not limited to (1) adding to the services; or (2)
extending the period of scheduled performance. Such changes may be at an additional cost to the
NHJB and shall be occur by prior written amendment executed by the parties.

13. Severability. In the event one or more sections or paragraphs of this Contract shall be
determined to be unenforceable under governing law, such determination shall have no effect
on the remainder of this Contract and all other provisions hereof shall remain in full force and
effect.

14. Conflicting Terms. To the extent there is a conflict between the provisions of this Contract
and any attachments to this Contract, including but not limited to Appendix A, the provisions of
this Contract control and take precedent.

15. Indemnification. The Contractor shall defend, indemnify, and hold harmless the NHIB
and/or the State of New Hampshire, its officers and employees, from and against any claims,
liabilities and costs for any personal injury or property damages, patent or copyright
infringement, or other claims or losses asserted against the NHJB and/or the State of New
Hampshire, its agencies, officers and employees, and any and all claims, liabilities or penalties
asserted against the NHJB and/or the State of New Hampshire, its agencies, officers and
employees, by or on behalf of any person, on account of, based or resulting from, arising out of
(or which may be claimed to arise out of), in whole or in part, the acts or omissions of the
Agreement. Notwithstanding the foregoing, nothing herein contained shall be deemed to
constitute a waiver of the sovereign immunity of the NHJB and/or the State of New Hampshire.
This paragraph shall survive the termination of the Contract.

16.  Assignment, Delegation and Subcontracts. Contractor shall not assign, delegate,
subcontract, or otherwise transfer any of its interest, rights, or duties under the Contract without
the prior written consent of the NHJB.

17. Force Majeure. Neither Contractor nor the NHJB shall be responsible for delays or
failures in performance resulting from events beyond the control of such party and without fault
or negligence of such party. Such events shall include, but not be limited to, acts of God,
strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire, power failures,
nuclear accidents, earthquakes, and unusually severe weather. Except in the event of the
foregoing, Force Majeure events shall not include Contractor's inability to hire or provide
personnel needed for Independent Consultant's performance under the Contract.
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18.  Third Parties. The parties hereto do not intend to benefit any third parties and the
Agreement shall not be construed to confer such a benefit.

19. Event of Data Breach. Contractor agrees to comply with all applicable laws that
require the notification of individuals in the event of unauthorized release of personally
identifiable information or other event requiring notification. In the event of a Security Breach,
as defined by RSA 359-C:19, of any of Contractor’s security obligations, or other event
requiring notification under applicable law, Contractor agrees to:

a. Notify NHJB’s Chief Information Officer by telephone and e-mail of such an event
within 24 hours of discovery; and

b. Assume responsibility for informing all individuals in accordance with applicable law;
and

c. Indemnify, hold harmless and defend the NHJB and/or the State of New Hampshire and
its agencies, officers, and employees from and against any claims, damages, or other
harm related to such Notification Event.

d. Contractor’s notification to NHJB shall identify:
(i) The nature of the unauthorized access, use or disclosure; and
(if) The computerized data accessed, used or disclosed; and

(iii) The person(s) who accessed, used or disclosed and/or received the computerized
data (if known); and
(iv) What the Contractor has done or will do to mitigate any deleterious effect of

unauthorized access, use or disclosure; and
(v) What corrective action Contractor has taken or will take to prevent future unauthorized
access, use or disclosure.

This paragraph shall survive the termination of the Contract.

20. Event of Default/Remedies.

20.1 Default. Any one of the following acts or omissions by the Contractor shall
constitute an event of default hereunder:

a. Failure to perform the services to the reasonable satisfaction of the NHJB or
on any agreed to schedule; or

b. Failure to perform any other covenant, term, or condition of the Contract.

20.2 Remedy. In the event of a default, the NHIJB may take any or all of the following
actions:
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a. Provide the Contractor with a written notice specifying the event of default
and requiring it to be remedied within a reasonable period of time
determined by the NHJB to be sufficiently adequate under the
circumstances; and if the event of default is not remedied within the
prescribed period, terminate the Contract effective two (2) days after the
Contractor has failed to timely remedy the alleged default within the
reasonable period provided; and

b. Treat the Contract as breached and pursue any of its remedies at law, or in
equity, or both.

21. Waiver of Breach. No failure by the NHJB to enforce any provisions hereof after any
Event of Default shall be deemed a waiver of its rights with regard to that Event of Default, or
any subsequent Event of Default. No express failure to enforce any Event of Default shall be
deemed a waiver of the right of the NHJB to enforce each and all of the provisions hereof upon
any further or other Event of Default on the part of the Contractor.

22. Governing Law and Venue. The Contract shall be construed in accordance with the laws
of the State of New Hampshire without regard to its choice of law provisions and is binding
upon and inures to the benefit of the parties and their respective successor and assigns. Any
action arising under or related to this Contract shall be brought exclusively in the State of New
Hampshire, Merrimack County Superior Court. This paragraph shall survive the termination of
the Contract.

23. Modification. This Contract constitutes the final agreement between Contractor and
the NHJB and it shall not be modified inany respect except by prior written amendment
executed by both parties.

24. Certification. The undersigned certifies, to the best of their knowledge and belief, that:

a. In connection with the performance of the Services, the Contractor shall comply
with all statutes, laws, regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the Contractor, including, but
not limited to, civil rights and equal opportunity laws. This may include the
requirement to utilize auxiliary aids and services to ensure that persons with
communication disabilities, including vision, hearing and speech, can communicate
with, receive information from, and convey information to the Contractor. In
addition, the Contractor shall comply with all applicable intellectual property laws.

b. During the term of the Contract, the Contractor shall not discriminate against
employees or applicants for employment because of race, color, religion, creed, age,
sex, handicap, sexual orientation, or national origin and will take affirmative action
to prevent such discrimination.

c. If the Contract is funded in any part by monies of the United States, the Contractor
shall comply with all the provisions of all federal executive orders, rules, regulations
and statutes, including but not limited to Executive Order No. 11246 (“Equal
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Employment Opportunity”), as supplemented by the regulations of the United States
Department of Labor (41 C.F.R. Part 60), and with any rules, regulations and
guidelines as the State of New Hampshire or the United States issued to implement
these regulations. The Contractor further agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders, and the covenants,
terms and conditions of the Contract and Addendum.

25. Entire Agreement. The Contract and any exhibits or other attachments which may
be executed in a number of counterparts, each of which shall be deemed an original,
constitutes the entire agreement and understanding between the parties, and supersedes
all prior agreements and understandings relating hereto.

26. Execution. This Agreement may be executed by transmittal of electronic signature
counterparts.
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